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Abstract. Much of the research in differential privacy has focused on offline applications with the
assumption that all data is available at once. These methods cannot be applied to streams without
violating the privacy guarantees or resulting in poor utility. We propose PHDStream, an algorithm for
differentially private synthetic streaming data generation, especially curated towards spatial datasets.
Our framework uses popular differentially private mechanisms as subroutines such as hierarchical
decomposition (using PrivTree) and stream-bit-counter (using binary tree mechanism). Furthermore,
we provide a general framework for online selective counting among a collection of queries, which
forms a basis for many tasks such as query answering and synthetic data generation. Our algorithm
comes with provable differential privacy guarantees, and its utility is verified on both real-world and
simulated datasets.
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1 Introduction

1.1 Location data and differential privacy

Data-driven applications often need the location of a user for services like nearby business
queries [1], taxi pickups [2, 3], and local weather updates [4]. Location data can disclose
sensitive user information, limiting the public availability of such data. Several studies [5]
have shown that simply de-identification [6] or aggregation [7] does not guarantee privacy.
One potential solution to this problem is releasing privacy-preserving synthetic data.

Differential privacy (DP) can be used to quantifiably guarantee the privacy of an individ-
ual and it has been used by many notable institutions such as US Census [8], Google [9],
and Apple [10]. DP has seen a lot of research across multiple applications such as query
answering [11], regression [12], clustering [13], and large-scale deep learning [14]. Privacy-
preserving synthetic data generation has also been explored for various data domains such
as tabular microdata [15-19], natural language [20,21], and images [22,23]. DP has also been
explored extensively for various use cases concerning spatial datasets such as answering
range queries [24], collecting user location data [25], and trajectories [26].
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1.2 Offline DP, its limitations, and privacy for streams

Despite a vast body of research, the majority of developments in DP have been restricted
to a one-time collection or release of information, that is, in an offline setting. However, in
many practical applications, the techniques are required to be applied either on an event
basis or a regular interval. For motivation, consider the publication of the coordinates (lat-
itude and longitude) of residential locations of people with active coronavirus infection, as
the disease spreads. As people get infected or recover, the dataset evolves and the den-
sity of infection across the space can dynamically change over time. Such a dataset can be
extremely helpful in making real-time public policy and health decisions by tracking the
spread of a pandemic over both time and space.

Many industry applications of DP run repeatedly an offline algorithm on all data collected
so far, thus implicitly making the (usually incorrect) assumption that future data contribu-
tions by users are completely independent of the past. This either violates the privacy
guarantee completely or results in a very superficial guarantee of privacy [27]. Therefore,
this work aims to develop a differentially private online algorithm for synthetic stream gen-
eration.

[28] and [29] first extended the idea of DP from offline to online algorithms under the
name Continual differential privacy. It ensures that DP can be used for streaming data al-
lowing the privacy-preserving release of information in an online manner with a guarantee
that spans over the entire time horizon. However, most existing algorithms using this con-
cept such as [28-31] are limited to the release of a single statistic after observing a stream of
one-dimensional input (typically a bit stream) and have not been explored for tasks such
as synthetic data generation.

1.3 Synthetic spatial datasets of points and trajectories

A large body of work has explored privacy-preserving techniques for spatial datasets. In
particular, for synthetic spatial microdata generation, a popular approach is to learn the
density of true data as a histogram over a Private Spatial Decomposition (PSD) of the data
space and sample from this histogram [24,32-34]. PrivTree [24] is perhaps the most pop-
ular algorithm of this type and we refer the reader to [25] for a survey of some other re-
lated methods. However, these offline algorithms assume we have access to the entire
dataset at once so they cannot be directly applied to data streams. Also, in this work, we
do not explore the stricter privacy guarantees such as Local Differential Privacy and Geo-
Indistinguishability where privacy is enforced at the user level, before data reaches the
curator.

Another popular task related to our work is that of generating synthetic spatial trajectories
(traces) and has been approached by many existing works such as [35-38]. Although these
algorithms take data streams as input, they are not streaming algorithms; instead, they
model and generate the entire synthetic stream offline at once.

1.4 Related work in streaming algorithms

Early work such as [28] and [29] explore the release of bit count over an infinite stream of
bits and introduce various effective algorithms, including the Binary Tree mechanism. We
refer to these mechanisms here as Counters and use them as a subroutine of our algorithm.
The Binary Tree Mechanism has also been used in other problems such as online convex
learning [39] and deep learning [40], under the name tree-based aggregation trick. Many
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works with streaming input have also explored the use of local differential privacy for the
collection and release of time series data such as telemetry [30,31].

In [41, 42] authors further build upon the task of privately releasing a stream of bits or
integers under user and event-level privacy. A recent work [43] addresses deletion when
observing a stream under differential privacy. They approach the problem of releasing a
count of distinct elements in a stream. Since these works approach the task of counting a
stream of one-dimensional data, they are different from our use case of multi-dimensional
density estimation and synthetic data generation.

To the best of our knowledge, a recent work [44] is the only other to approach the task of
releasing a synthetic stream with differential privacy. However, they approach a different
problem where the universe consists of a fixed set of users, each contributing to the dataset
at all times. Moreover, a user’s contribution is limited to one bit at a time, and the generated
synthetic data is derived to answer a fixed set of queries. In contrast, we allow multi-
dimensional continuous value input from a dynamic number of users and demonstrate the
utility over randomly generated range queries.

1.5 Outline

In Section 2, we rigorously discuss the problem statement and the privacy definition. Our
method closely follows algorithms such as [24,32-34], where (1) the data space is divided
into a density-based partition, (2) the count of points in each subregion is established, and
(3) an equivalent number of points are sampled randomly from each subregion in the par-
tition, all while satisfying offline DP. We present a high-level overview of our method in
Section 3, which incorporates similar steps but is applied iteratively over time, ensuring
DP for the entire stream. Specifically, we adapt PrivTree [24] to create a hierarchical parti-
tion of the space, resulting in a tree structure. At each node of this tree, a counter algorithm
is employed to track the number of points in the corresponding subregion over time. A
key challenge lies in maintaining the consistency of counts across both time and space, for
which we introduce a consistency extension operator. In Section 4, we optimize the algo-
rithm for practical implementation. Finally, in Section 6, we evaluate our algorithm against
multiple intuitive baselines.

1.6 Owur contributions

In summary, we introduce the novel task of privacy-preserving synthetic multi-dimensional
stream generation. We are particularly interested in low-sensitivity granular spatial datasets
collected over time. For example, the earlier mentioned dataset of people with active infec-
tion has low sensitivity in the sense that it is rare for a person to get infected more than a
few times in (say) a year. We present a method that can be used to generate synthetic data
streams with differential privacy and we demonstrate its utility on real-world datasets. Our
contributions are summarized below.

1. To the best of our knowledge, we present the first differentially private streaming
algorithm for the release of multi-dimensional synthetic data;

2. we present a meta-framework that can be applied to a large number of counting al-
gorithms to resume differentially private counting on regular intervals;

3. we further demonstrate the utility of this algorithm for synthetic data generation on
both simulated and real-world spatial datasets;
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4. furthermore, our algorithm can handle both the addition and the deletion of data
points (sometimes referred to as turnstile model), and thus dynamic changes of a
dataset over time.

2 The problem

In this paper, we present an algorithm that transforms a data stream into a differentially
private data stream. The algorithm can handle quite general data streams: at each time
t 2 N, the data is a subset of some abstract set . For instance, if can be the location of all
U.S. hospitals, and the data at time t = 3 can be the locations of all patients spending time
in hospitals on day 3. Such data can be conveniently represented by a data stream, which is
any function of the form f(x;t) : N ¥ R. We can interpret f(X; t) as the number of data
points present at location x 2  at time t 2 N. For instance, T(X; 3) can be the number of
COVID positive patients at location X on day 3.

We present an "-differentially private, streaming algorithm that takes as an input a data stream
and returns as an output a data stream. This algorithm tries to make the output stream as close
as possible to the input data stream, while upholding differential privacy.

2.1 A differentially private streaming algorithm

The classical definition of differential privacy (DP) of a randomized algorithm A demands
that for any pair of input data f, T that differ by a single data point, the outputs A(f) and
A(F) be statistically indistinguishable. Here is a version of this definition, which is very
naturally adaptable to problems about data streams.

Definition 1 (Differential privacy). A randomized algorithm A that takes as an input a
point f in some given normed space is "-differentially private if for any two data streams
that satisfy kf Tk = 1, the inequality

PFA(F)2Sg e PFA(f) 2 Sg (1)
holds for any measurable set of outputs S.

To keep track of the change of data stream T over time, it is natural to consider the differ-
ential stream
rf(x;t)=f(x;t) f(x;t 1); t2N; 2

where we set T(x; 0) = 0. The total change of T over all times and locations is the quantity

XX
kfk, = rf(xt) ;
x2 t2N

which defines a seminorm on the space of data streams. A moment’s thought reveals that
two data streams satisfy
kf fk,.=1 3)

r

if and only if T can be obtained from T by changing a single data point: either one data point
is added at some time and is never removed later, or one data point is removed and is
never added back later. This makes it natural to consider DP of streaming algorithms wrt.
thek k- norm.
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(d) The minimal subtree S T such that each leaf node has

(c) An example function h 2 R , at most 1 point. The color of a leaf matches that of the corre-
such that h(x) = 1, for exactly 3 sponding subregion in Figure c. The value inside any node
pointsin , and 0 otherwise. v 2 S is H(V), obtained as per Equation (4).

Figure 1: Examples for the space , the hierarchical partition tree T, a functionh on , and
its corresponding function H on the nodes of T.

The algorithm we are about to describe produces synthetic data: it converts an input stream
T(x; t) into an output stream g(X; t). The algorithm is streaming: at each time to, it can only
see the part of the input stream f(X; t) forallx 2 andt to, and at that time the algorithm
outputs g(X; to) for all x 2

3 The method

Here, we describe our method in broad brushstrokes. In Section 4 we discuss how we
optimize the computational and storage cost of our algorithm.

3.1 From streaming on sets to streaming on trees

In a nutshell, our method creates a density-based hierarchical partition of the space , adds
noise to the count of points in the subregions, maintains time and space consistency for
counts, and samples randomly from the subregions. To this end, fix some hierarchical
partition of the domain , represented by atree T. Therootof T is and every other vertex
is a subset of . Any internal vertex has exactly children, that form a partition of that
vertex. We refer to  as the fanout number of the tree.

Figure 1b shows an example hierarchical partition of = [0;1]? for fanout = 2. Note
that: (1) the root node represents the whole space ; (2) starting from this root, each node
is split into two halves, alternating between horizontal and vertical divisions; (3) the leaves
together form a partition of space ; (4) the text inside each node is an identifier (id) for the
node; (5) all leaf ids are also present in their respective subregion in Figure 1a.
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Now, we convert the problem of differentially private streaming of a function f(x;t) on
aset toa problem of differentially private streaming of a function F(v;t) on a tree. Let
V (T) be the set of vertices of T and L(T) be the set of leaves of tree T. We can convert any
function on the set  into a function on the vertices of the tree T by summing the values in
each vertex. That is, to converth 2 R intoH 2 RV(M, we set

D
H() = h(x); v2V(T): 4)

X2v

We present an example of this conversion in Figure 1d. Vice versa, we can convert any
function H' on the vertices of the tree T into a function h on the set by distributing the
mass H'(v), for H'(v) > 0, to random points in each leaf v. We use the following rule in
practice, assign value 1 to dH"(v)e random points in v, i.e. set

> dHe
hO = lxi(v) (5)
v2L(T) i=1

where X;(v) are independent random points in v and 1x denotes the indicator function of
the set Txg. The points X;(v) can be sampled from any probability measure on v, and in
practice, we often choose the uniform measure on v.

At any time t 2 N, we use the above method to convert the function f(;t) 2 R toa
function F(;t) 2 RV(). We then generate the stream G on the tree T for time t, and
convert G(;t) 2 RV(M to g(;t) 2 R . Summarizing, we reduced our original problem to
constructing an algorithm that transforms any given stream F(v;t) : V(T) N ! Rintoa
differentially private stream G(v;t) : V(T) N ¥ RwhereV (T) is the vertex set of a fixed,
known tree T.

3.2 Consistent extension

Let C(T) denote the set of all functions H 2 RY (™) that can be obtained from functions
h 2 R using transformation (4). The transformation is linear, so C(T) must be a linear
subspace of RV(™. A moment’s thought reveals that C(T) is comprised of all consistent
functions — the functions H that satisfy the equations

X
H(v) = H(u) forallv 2V (T): (6)
u2children(v)

Any function on V (T) can be transformed into a consistent function by pushing the values
up the tree and spreading them uniformly down the tree. More specifically, this can be
achieved by the linear transformation

Exty :RV(™ ¥ C(T):

that we call the consistent extension. Suppose that a function H takes value 1 on some vertex
v 2 V(T) and value 0 on all other vertices, as shown in Figure 2. To define H? = Extr (H),
we let H'(u) equal 1 for any ancestor of v including v itself, 1= for any child of v, 1= 2
for any grandchild of v, and so on. In other words, we set H'(u) = ~ M(©d(iu) yhere
d(v; u) denotes the directed distance on the tree T, which equals the usual graph distance
(the number of edges in the path from v to u) if u is a descendant of v, and minus the graph
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(a) An example function H on the vertices of
some tree T. (b) The consistent extension Exty(H) of H.

Figure 2: An example of the consistent extension for a function H on some sample tree T.
The value of the function H on a particular vertex is shown in its center.

distance otherwise. Extending this rule by linearity, we arrive at the explicit definition of
the consistent extension operator:

>
Extr (H)(u) = H(v) ~ma@dawy g2 v (T):
v2V (T)

By definition (6), a consistent function is uniquely determined by its values on the leaves
of the tree T. Thus a natural norm of C(T) is

x
kHKe(ry = H(v) :
v2L(T)

3.3 Differentially Private Subtree

A key subroutine of our method is a version of the remarkable algorithm PrivTree due to
[24]. In the absence of noise addition, one can think of PrivTree as a deterministic algorithm
that inputs a tree T and a function H 2 RV (") and outputs a subtree of T. The algorithm
grows the subtree iteratively: for every vertex v, if H(v) is larger than a certain threshold ,
the children of vertex v are added to the subtree. We show an example of this deterministic
algorithm in Figure 1c with = 1. We give the PrivTree algorithm and proof of its delicate
privacy guarantees (Theorem 2) in Appendix A.

Theorem 2 (Privacy of PrivTree). The randomized algorithm M = PrivTreer (H;"; ) is "-
differentially private in thek kC(T) norm for any 0.

3.4 Differentially Private Stream

First, we present Algorithm 1 which transforms an input stream F(v;t) : V(T) N I R
into a stream G(v;t) : V(T) N I R. In this algorithm, Lap(v; t; 2=") denote independent
Laplace random variables with scale 2=" across nodes v 2 V and time t 2 N. In the first step
of this algorithm, we consider the previously released synthetic stream G(;t 1), update
it with the newly received real data rF( ;t), and feed it into PrivTreer, which produces a
differentially private subtree T (t) of T.

In the next two steps, we compute the updated stream on the tree. It is tempting to choose
for G( ;t) a stream computed by a simple random perturbation as, G(;t) = G(;t 1)+
rF(;t) + Lap(;t;2="). The problem, however, is that such randomly perturbed stream
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Algorithm 1 PHDStreamTree
1: Input: F :V(T) N! R, the privacy budget parameter
node
2: Output: Astream G:V(T) N! R.
3: Initialize G(v;0) =0 forall v2 V(T).
4: for everytime t 2 Ndo
5 T(b) Pr(ivTreeT G(;t L+r F(;0);"=2
r F(v;t)+Lap(v;t;2=") ifv2L(T(t)

, the threshold count for a

6:  d(v;t) .

0 otherwise:
7. G(v;t)  G(v;t 1)+Extq(d(;t)) 8v2V(T).
8: end for

Algorithm 2 PHDStream

1: Input: Input data stream f : N! R, the privacy budget parameter ", a hierarchical
partition T of , and the threshold count for a node

2: Output: Data streamg : N! R.

3: Initialize stream G :V(T) N! Rwith G(v;0) Oforall v2 V(T).

4: for everytime t 2 Ndo

5. Convert f (;t) to F(;t) using Equation (4).

6:  T(1) Pr(ivTreeT G(;t L+r F(;t);"=2

r F(v;t)+Lap(v;t;2=") if v2L(T(t));
otherwise:

8  G(v;t)  G(v;t 1) +Extq(d(;t)) 8v2V(T).

9: Convert G( ;t) to g( ;t) using Equation (5).

10: end for

7. d(v;t)

would not be differentially private. Indeed, imagine we make a stream f~by changing the
value of the input stream f at sometimet 2 N and point x 2 by 1. Then the sensitivity
condition (3) holds. But when we convert f into a consistent function F on the tree, using
(4), that little change propagates up the tree. It affects the values of F not just at one leaf
v 3 x but all of the ancestors of v as well, and this could be too many changes to protect. In
other words, consistency on the tree makes sensitivity too high, which in turn jeopardizes
privacy.

To halt the propagation of small changes up the tree, the last two steps of the algorithm
restrict the function only on the leaves of the subtree. This restriction controls sensitivity: a
change to F (v;t) made in one leaf v does not propagate anymore, and the resulting func-
tion d(v;t) is differentially private. In the last step, we extend the function d( ;t) from the
leaves to the whole tree—an operation that preserves privacy—and use it as an update to the
previous, already differentially private, synthetic stream G(;t 1).

Finally, using the transformations outlined in Section 3.1, we extend Algorithm 1 to our
proposed method PHDStream (Private Hierarchical Decomposition of Stream) in Algo-
rithm 2, which transforms a stream f (x;t) : N ! Rinto astream g(x;t) : N! R.
The above discussed considerations lead to the following privacy guarantee.

Theorem 3 (Privacy of PHDStream). The PHDStream algorithm i-differentially private in the
kk, norm.
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Proof of Theorem 3it suf ces to show that PHDStreamTree is "-differentially private, since
PHDStream is doing a post-processing on its output which is independent of the input

data stream. Letf and f~be neighboring data streams such that f f~ = 1. LetF

r
and F be the corresponding streams on the vertices of T respectively. Sincef and f~are

neighbors, there exists 2 Nsuchthat r F(; ) r F(; ) o = 1. Note that, at any

time t, PHDStreamTree only depends on r F; from the input data stream. Hence for DP
over the entire stream, it is suf cient to show that the processing at time is DP. Note
that both PrivTreet and the calculation of d( ;t) satisfy "=2-DP by Theorem 2 and by the
Laplace Mechanism, respectively. Hence their combination, that is PHDStreamTree at time
, satises "-DP. Atany t 6 ,r F(v;t) = r F(v;t) forall v2 T. Hence PHDStreamTree
satis es "-DP for the entire input stream F. O

4  Optimizing the algorithm

In Algorithm 1, at any time t, we have to perform computations for every node v 2 T.
Thus the memory and time complexity of PHDStream, as described in Algorithm 2 is also
exponential in the depth of the tree T. However, we demonstrate that all computations can
be con ned to the subtree T(t), which PrivTree chooses at time t. Building on this concept,
we propose a version of PHDStream, outlined in Algorithm 3, which enhances storage and
runtime ef ciency.

Algorithm 3 Compute ef cient PHDStream

1: Input: Input data stream f : N! R,a xedand known tree T, the privacy budget
parameter ", the threshold count for a node

2: Output: A synthetic data stream g : N! R.

3: Set 2 1 Zand In

4: Initialize C,, C,, and C4 and make them accessible to Algorithm 4.

5: for every time t 2 N do

6: SetT(t) as the output of Algorithm 4 with parameters (r f (;t); ;; ;"= 2).

7. SetG(v;t) Cu(v)+ C,(v)+ Cy(v) forall v 2 leaveqT(t)).

8. Convert G( ;t) to g( ;t) using Equation (5).

9: end for

Note that in Algorithm 1, atany time t 2 N, we nd the differential synthetic count, d(v;t),
of any node v only if vis aleafin T(t). To maintain the consistency, as given by equation 6,
this count gets pushed up to ancestors or spreads down to the descendants by the con-
sistency extension operator Ext +. A key challenge in ef ciently enforcing consistency is
that we do not want to process nodes that are not present in T (t). Since the operatorExt t
i§ linear if we have the total differential synthetic count of all nodes v till time t, thatis

0 ¢ d(v;t9, we can nd the count of any node resulting after consistency extension. We
track this count in a function C, : V(T) ! R such that at any time t, C, (V) represents the
total differential synthetic count of node v for times t° t when v 2 leaveqT(tY). We
update the value C, (v) for any node v 2 leaveqT (t)) as,

Ch(v) Ch(v)+ r F(v;t)+ Lap(2=") :

Furthermore, to ef ciently enforce consistency, we introduce C, and Cq mappings V(T) !
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Algorithm 4 Modi ed PrivTreet subroutine

: Input: Countof pointsin  ash: ! R, parameters related to privacy ; ; ;'
: Output: Asubtree T of T.

. Initialize an empty subtree T of T.

: Pushroot(T) to a new queue Q of un-visited nodes.

. Initialize an empty stack S.

: while Q is not empty do

Pop v from Q and add to the subtree T .

Find H (v) using h as per equation 4.

To enforce ancestor consistency, update

Ca(v) 1 Ca(parent(v))+ C,(parent(v)) .

10:  Sets(v) Ca(v)+ C,(v)+ Cy(v)

11:  Seth(v) s(v)+ H(v) depth(v) ;as biased count of the nodev.
12: bv) max bv); ; to ensure that b(v) is not too small.

13: ﬁ(v) b(v) + Lap( ); noisy version of the biased count.

14 if Bv) > and children (v) is not empty in T then

" 0

[N

© 0N O U R WN

15: Pushw to Q for all w 2 children(v) in T.

16: Pushvto S.

17:  else

18: Update C,(v)  Ch(V)+ H(v)+ Lap(2="9).
19:  endif

20: end while

21: while Sis not empty do

22:  Popvfrom S.

23:  To enforcg descendant consistency, update
Ca(V) w2 children (v) Ca(w) + Cn(w) .

24: end while

R. Atany time t, C5(v) and Cq4(v) denote the count a node v has received until time t when
enforcing consistency from its ancestors and descendants, respectively. Consistency due to
counts being passed down from ancestors can be enforced with the equation

Ca(v)= L Ca(parent(v))+ Cy(parent(v)) ; @)

whereas, consistency due to counts being pushed up from descendants can be enforced
with the equation X
Ca(v) = Ca(w) + Cn(w) : (8)

w2 children (v)

We assume thatC,(v) = C,(v) = C4(v) = 0 forall v 2 V(T) at the beginning of Algo-
rithm 3. With the help of these functions, the synthetic count of any node v 2 T(t) can be
calculated ass(v) = C4(v) + Cnh(v) + Cq(v).

Algorithm 4 is a modi ed version of PrivTree Algorithm [24]. We use it as a subroutine
of Algorithm 3, where at time t it is responsible for creating the subtree T(t) and updating
the values of the functions C,, C,,, and Cq4. The algorithm uses two standard data struc-
tures called Stackand Queue which we interact with using their standard Pushand Pop
operations.
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Atany time t 2 N, the key difference of Algorithm 3 (compute ef cient PHDStream) from
Algorithm 2 (PHDStream) is that (1) it does not compute r F(v;t) forany node v 2 TnT(t),
and (2) it does not use the consistency operator Ext + and instead relies on the mappings
Ca, Ch, and C4. Note that none of these changes affect the constructed treeT (t) and the
output stream g( ;t). Since both algorithms are equivalent in their output and Algorithm 2
is "-differentially private, we conclude that Algorithm 3 is also  "-differentially private.

5 Counters and selective counting

A key step of Algorithm 1 at any time t is Step 6 where we add noise to the leaves of the
subtree T(t). Consider a node v 2 V(T) that becomes a leaf in the subtreeT (t) for times
t 2 Ny  N. Inthe algorithm, we add an independent noise at each time in N,. Focusing
only on a particular node, can we make this counting more ef cient? The question becomes:
given an input stream of values for anode v asr F(v;t) fort 2 N,, can we nd an output
stream of values d(v; ) in a differentially private manner while ensuring that the input and
output streams are close to each other?

The problem of releasing a stream of values with differential privacy has been well studied
in the literature [28, 29]. We will use some of these known algorithms at each node v of
the tree to perform the counting more ef ciently. Let us rst introduce the problem more
generally using the concept of Counters

5.1 Counters

De nition 4. An (; )-accurate counter Cis a randomized streaming algorithm that esti-
mates the sum of an input stream of values f : N! R and maps it to an output stream of
valuesg:N! Rsuchthatforeachtimet2 N,

X
P g(t) f(t9 &) 1 ;
t

t0
where the probability is over the randomness of Cand is a small constant.

Furthermore, we are interested irp_-,counters that satisfy DP guarantees as per De nition 1
with respect to the norm kfk =, f(t) . Note that we have not used the norm k k,
here as the input to the counter algorithm will already be the differential stream r f. The
foundational work of [29] and [28] introduced private counters for the sum of bit-streams
but the same algorithms can be applied to real-valued streams as well. In particular, we
will be using the Simple Il, Two-Level, and Binary Tree algorithms from [29], hereafter
referred to as Simple, Block, and Binary Tree Counters respectively. The counter algorithms
are included in Appendix B for completeness. We also discuss there how the Binary Tree
counter is only useful if the input stream to the counter has a large time horizon and thus
we limit our experiments in Section 6 to Simple and Block counters.

5.2 PHDStreamTree with counters

Algorithm 5 is a version of Algorithm 1 with counters. Here, we create an instance of
some counter algorithm for each node v 2 V(T). Algorithm 5 is agnostic to the counter
algorithm used, and we can even use different counter algorithms for different nodes of the
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tree. Since at any timet 2 N, we only count at the leaf nodes of the tree T(t), the counter
C, is updated for any node v 2 V(T) ifand only if v 2 L (T(t)). Hence the input to the

counter C, is the restriction of the stream r F on the set of times in N, thatisr F(v; ) N,

where N, = ft 2 Njv 2 L(T(t))g. Inthe subsequent sections, we discuss a few general
ideas about the use of multiple counters and selectively updating some of them. We use

these discussions to prove the privacy of Algorithm 5 in Subsection 5.5.

Algorithm 5 PHDStreamTree with counters
1: Input: F 2 C(T), privacy budget parameter ", threshold count for a node

2: Output: A stream G 2 C(T).
3: Initialize G(v;0) =0 forall v2 V(T).
4: Initialize a counter G, with privacy budget "=2for all nodes v 2 V(T).
5: for every time t 2 N do
6:  T(t) Pr(ivTreeT G(;t 1+r F(;t);"=2
7 d(v:) G(r F(v;t)) ifv2 L_(T(t))
0 otherwise:
8 G(v;t) G(v;t 1) +Extq(d(;t)) 8v2V(T).
9: end for

5.3 Multi-dimensional counter

To ef ciently prove the privacy guarantees of our algorithm, which utilizes many counters,
we introduce the notion of a multi-dimensional counter. A d-dimensional counter Cis a

we will still use De nition 1 bL'g with the extension of the norm to streams with multi-
dimensional outputas kf k =, f(t) . .

5.4 Selective Counting

to activate exactly one of these counters as selected by a randomized streaming algorithm
M . The algorithm M depends on the input stream f and optionally on the entire previous

output history, that is the time indices when each of the counters was selected and their

corresponding outputs at those times. We present this idea formally as Algorithm 6.

Theorem 5. (Selective Counting) Lef;i 2 1;2;:::;kgbe"c-DP. LetM be a counter-selecting
streaming algorithm that i§y, -DP. Then, Algorithm 6 ig("y + "¢)-DP.

Proof. Let us denote Algorithm 6 as A. Let f and f~ be neighboring data streams with
f f~ = 1. Without loss of generality, there exists 2 Nsuchthatf( )= f{ )+1. Letg

be the output stream we are interested in. Let f j,, denote a restriction of the stream f until
time t forany t 2 N.
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Algorithm 6 Online Selective Counting

1: Input: Aninputstream f,asetfCy; G;:::; Ggof k counters, a counter-selecting differ-
entially private algorithm M .

: Output: An output stream g.

. Initialize J, ; ;812f1;2;:::;kg.

:fort=1to1 do

b M (f(t);g(t 1)).

Ji, Ji, [f tg; Add time index t for counter I;.

Setg(t) l;; G, (f (t)) ; Selected counter and updated count.

: end for

Since the input streams are identical till time , we have,

( )

P A fj 4 =4 1]:PAf’“[ 1]:gj[ 1
Attime ,letg( )= (Il ;m ). SinceM is"y -DP, we have,
)
P M fj g o4 = eM P M Fopd g =
Moreover, since M | is "¢ -DP,
( )
PG fj;, =m ec P G f~J =m
t ‘t
Combining the above two, we have,
P A fj[] =9()
=P Afjp 4y =d; 4 P M fjug; 4 =1 P G fjJI[ =m
( ) ( ) ( )
P A f = g e"P M ;g =l €e°P G f =m
( oy Jw (9w 3,
( )
=e'm*e) p A f~[] =g()
Atanytime t> |, since the input data streams are identical, we have,
( )
P A fiy =diy &™) P A Fy = 9
Hence, algorithm Ais ("m + "¢ )-DP. O

Note the following about Algorithm 6 and Theorem 5: (1) each individual counter can be
of any nite dimensionality, (2) we do not assume anything about the relation among the
counters, (3) the privacy guarantees are independent of the number of counters, and (4) the
algorithm can be easily extended to the case when the input streams to all sub-routines
G;G;: G, and M may be different.
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5.5 Privacy of PHDStreamTree with counters

We rst show that Algorithm 5 is a version of the selective counting algorithm (Algo-

rithm 6). Let P(T) be a set of all possible subtrees of the treeT. Since each nodev 2 T
is associated with a counter, the collection of counters in L(S) forany S 2 P(T) is a
multi-dimensional counter. Moreover, for any neighboring input streams F and F with

F F =1, at mostone leaf node will differ in the count. Hence L(S) is a counter with

r
"=2-DP. P (T) is thus a set of multi-dimensional counters, each satisfying "=2-DP. PrivTree
at time t selects one counter asL (T (t)) from P(T) and performs counting. Hence, by The-
orem 5, Algorithm 5 is "-DP.

6 Experiments and results

In this section, we discuss the details of our experiments and the corresponding results. We
have made our source code available athttps://github.com/k-girish/phdstream

6.1 Datasets

We conducted experiments on datasets with locations (latitude and longitude coordinates)
of users collected over time. We analyzed the performance of our method on two real-
world and two arti cially constructed datasets.

Real-world Datasets: We use two real-world datasets: Gowalla [45] and NY Taxi [46]. The
Gowalla dataset contains location check-ins by a user on the social media app Gowalla. The
NY Taxi dataset [46] contains the pickup and drop-off locations and times of Yellow Taxis
in NY.

Simulated Datasets: Our rst simulated dataset is derived from the Gowalla dataset.
Motivated by the problem of releasing the location of active coronavirus infection cases,
we consider each check-in as a report of infection and remove this check-in after 30 days
indicating that the reported individual has recovered. This creates a version of Gowalla
with deletion. The second dataset contains points sampled on two concentric circles but
the points rst appear on one circle and then gradually move to the other circle. This cre-
ates a dataset where the underlying distribution changes dramatically. We also wanted to
explore the performance of our algorithm based on the number of data points it observes
in initialization and then at each batch. Thus for this dataset, we rst x a constant batch
size for the experiment and then index time accordingly. Additionally, we keep initializa-
tion time ty as a value in [0; 1] denoting the proportion of total data the algorithm uses for
initialization.

6.2 Initialization

Many real-world datasets such as Gowalla have a slow growth at the beginning of time. In
practice, we can hold the processing of such streams until some time to 2 N, which we refer
to as initialization time, until suf cient data has been collected. Thus, instead of an input
stream f , we use a modi ed stream f" such that f'(;t) = f(;t+t, 1)forall t 2 N. We
discuss in detail the effects of the initialization time ty on the performance of the algorithm
in Section 6.5.
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6.3 Baselines

Let " be our privacy budget. Consider the of ine synthetic data generation algorithm as
per [24], which is to use PrivTreer with privacy budget "=2 to obtain a subtree S of T,
generate the synthetic count of each nodev 2 L (S) by adding Laplace noise with scale 2=",
and sample points in each node v 2 L (S) equal to their synthetic count. Let us denote this
algorithm as PrivTreet + Counting . A basic approach to convert an of ine algorithm to a
streaming algorithm is to run independent instances of this algorithm at each time t 2 N.
We use this idea to create the following three baselines for comparison.

Baseline 1) Of ine PrivTree on stream: At anytime t 2 N, we run an independent ver-
sion of the of ine PrivTreet + Counting on f ( ;t), that is the stream data at time t. Note
that this baseline does NOT satisfy "-DP, and we expect it to perform much better than
PHDStream. We still use this method as a baseline since, due to a lack of DP algorithms
for streaming data, industry applications sometimes simply re-run DP algorithms as more
data is collected. However, we show that PHDStream performs competitively close to this
baseline.

Baseline 2) Of ine PrivTree on differential stream Similar to Baseline 1, at any time
t 2 N, we run an independent version of the ofine PrivTreet + Counting algorithm, but
with the input data r f ( ;t), thatis the differential data observed at t. This baseline satis es
"-DP.

Baseline 3) Initialization with PrivTree, followed by counting with counters: We rst
use the of ine PrivTreet + Counting algorithm at only the initialization time to and get a
subtree S of T as selected by PrivTree. We then create a counter for all nodesv 2 L (S) with
privacy budget ". Atanytime t>t o, Sis not updated, and only the counter for each of the
nodes in L(S) is updated using the differential stream r f (;t). This baseline also satis es
"-DP. Note that this algorithm has twice the privacy budget for counting at each time t>t
as we do not update S. We only have results for this baseline if to > 0.

6.4 Performance metric

We evaluate the performance of our algorithm against range counting querieghat count
the number of points in a subset of the space . For ° the associated range counting
query g ooverafunction h: ! Risdenedas q o(h) = ,, oh(x).Inourexperiments,
we use random rectangular subsets of as the subregion for a query. Similar to [24], we
generate three sets of queries: 10;000 small, 5000 medium, and 1000 large with area in
[0:01%; 0:1%), [0:1%; 1%), and [1%; 10%)of the space respectively. We use average relative
error over a query set as our metric. At time t, given query set Q, the relative error of a
synthetic stream g : N ! R as compared to the input stream f : N ! Risthus
de ned as,

gy o L X afGy)  a@(n)
"(Qifgt)= Qi 5o max q(f (;1));0:005f (1)

where 0:003f (;t)j or 1% of jf (;t)j is a small additive term to avoid division by 0. We
evaluate the metric for each query set at a regular time interval and report our ndings.

6.5 Results

Our analysis indicates that PHDStream performs well across various datasets and hyper-
parameter settings. We include some of the true and synthetic data images in Section 6.6.
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(a) Gowalla

(b) Gowalla with deletion

(c) Concentric circles with deletion

Figure 3: The progression of relative error in small range queries with time. Each subplot
has a time horizon on the x-axis and corresponds to a particular value of tq (increasing from
left to right).

Due to space constraints, here we limit the discussion of the result to a particular setting
in Figure 3 where we x the privacy budgetto " = 1, sensitivity to 2, query set to small
queries, and explore different values for initialization time tq. For further discussion, refer
to Appendix F.

PHDStream remains competitive to the challenging non-differentially private Baseline 1
and in almost all cases, it outperforms the differentially private Baseline 2. It also outper-
forms Baseline 3 if we initialize the algorithm suf ciently early. We discuss above men-
tioned observations together with the effect of various hyper-parameters below.

Initialization time:  If the dataset grows without changing the underlying distribution
too much, it seems redundant to update T(t) with PrivTreet at eachtimet 2 N. Moreover,
when counting using xed counters, we know that error in a counter grows with time so
the performance of the overall algorithm should decrease with time. We observe the same
for higher values of initialization time in Figure 3. Moreover, we see that Baseline 3, which
uses PrivTree only once, outperforms PHDStream for such cases.

Counter type: In most cases, for PHDStream, the Simple counter has better performance
than the Block 8 counter. This can be explained by the fact that for these datasets, the
majority of nodes had their counter activated only a few times in the entire algorithm. For
example, when using the Gowalla dataset with ty = 100, on average, at least90% of total
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(a) Average relative error over time for small queries.

(b) Average relative error over time for medium queries.

(c) Average relative error over time for large queries.

Figure 4: The progression of average relative error with time for the Gowalla dataset with
a xed initialization time of tg = 200. Each subplot is for a particular value of the privacy
budget " and the size of the queries.

nodes created in the entire run of the algorithm had their counter activated less than 40
times.

Privacy budget " and query sizes: Figure 4 shows the progression of average query error
over time for small, medium, and large queries over two different values of ", 1and 4. We
see similar relative performance of algorithms across all query sizes and privacy budgets "
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Figure 5: Scatter plot of true and synthetic streams for " = 1 and 4 over the Gowalla dataset.

6.6 Synthetic data scatter plots

We present scatter plots comparing the private input stream with the synthetic stream gen-
erated by PHDStream in Figures 5, and 6 for the datasets Gowalla and Concentric Circles
respectively. We only show the streams at a few time stamps, with time increasing from left
to right. In each of the gures mentioned above, the rst row corresponds to the private
input data and is labeled “True”. In each subplot, we plot the coordinates present at that
particular time after accounting for all additions and deletions so far. Each of the following
rows corresponds to one run of PHDStream with the Simple counter and for a particular
privacy budget " as labeled on the row. In each subplot, we use black dashed lines to create
a partition of the domain corresponding to the leaves of the current subtree as generated by
PrivTreet. For comparison, we overlay the partition created by the algorithm with " =1
on the true data plot as well.

As seen in Figures 5 and 6, the synthetic data produced corresponds to the various time-
dependent population densities and closely resembles the temporal changes observed in
the true data. In particular, for the Concentric Circles dataset shown in Figure 6, it is note-
worthy that the motion from one circle to another over time is captured by the synthetic
data, suggesting that our method can handle not only the addition of points but also their
removal. We do observe, however, that these transitions are not perfectly smooth in the
synthetic data, indicating potential areas for improvement in future work. Furthermore, as
expected, the results for" = 4 are visibly better than those for " = 1.

7 Conclusion, limitations, and future work

We have introduced PHDStream, a novel technique for generating a differentially private
synthetic stream over a multi-dimensional space. Our approach uses a hierarchical decom-
position of the data space to nd a density of points and samples from the space at any time.
The method's key contribution is maintaining consistency of count across time and space
while preserving privacy over the entire stream. Since this method is the rst to tackle this
task, we use intuitive baselines for comparison and show that PHDStream performs better
on both real-world and simulated datasets.

While our method is applicable to data spaces of any dimension, it is particularly tailored
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Figure 6: Scatter plot of true and synthetic streams for " = 1 and 4 over the Concentric
circles dataset for initialization ratio to = 0:1 and batch size 500.

for low-dimensional spaces. This constraint arises from our use of a hierarchical decom-
position of the data space, which introduces additional computational complexity and re-
duces accuracy when applied to high-dimensional spaces. Moreover, our method operates
under the premise of low-sensitivity in the stream, leading us to focus on modeling the total
population's aggregate data rather than individual users' data. Consequently, we account
for changes in the population density over time, assuming all contributions from each of
the users are independent. This approach is not ideal for monitoring an individual's tra-
jectory in a streaming context. These tasks are more challenging and we hope our work
encourages further advancements in these areas by the community.
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Appendix

A PrivTreer algorithm and its privacy

Algorithm 7 PrivTreet

1: Input: F 2 C(T), the privacy budget parameter ", the threshold count for a node
2: Output: A subset S ofthetree T.

3: Set 21 Zand In

4: Initialize an empty tree S.

5 U root(T) ; denotes a set of un-visited nodes.

6: for v2 U do

7:  Add vto S.

8. U Unfvg; mark v visited.

9 b(v) F(v) depth(v) ;isabiased aggregate count of the nodev.

10 b(v) max b(v); ; to ensure that b(v) is not too small.
11:  Bbv)  b(v)+ Lap( ); noisy version of the biased count.

12: if (B(v) > ); noisy biased count is more than threshold then
13: Add children of vin T to U.

14:  endif

15: end for

Proof of Theorem 2Similar to [24] we de ne the following two functions:
1
P x+ Lap( ) >

- (x)=1In 5 x 1+ Llap()> ; )
8
<1=; X<  +1;

; (X):: 1 +1 x (10)

exp —= ; otherwise:

It can be shown that . (x) 7 (x) forany x.
Let us consider the neighbouring functions F and F suchthat F F o) =1 and there

existsv 2 V(T) suchthatF(v ) 6 F(v ). Consider the output S, a subtree of T.
Casel:F(v)> F(v)
Note that there will be exactly one leaf node in S that differs in the count for the functions

let us denote the calculated biased counts of any nodev 2 S for the functions F and F as
b(v) and ©v), respectively. Then, for any v 2 S, we have the following relations,

F(v) 1, v2fvy;vo;iii;wg

F(v) = .
F(v); otherwise;

bv) 1 v2fvive;ii;wg;biv) > ;
b(v); otherwise:

B(v) =
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Letthere existanm 2 [k 1], s.t. b(vy) +1 and b(Vm+1) = . We then show that
there is a difference in count by at least between parent and child for all i 2 [2; m]
b(vi) = F(vi) depth(v)
F(vi 1) (depth(vi 1) +1)
b(vi 1)
Thus we have, (
. =) + + . H . .
uvl 1) l:(VI) 11 | 2 [2! m]y (11)
b(vi) = ; otherwise:
Finally, we can show DP as follows,

0 1
nBP M(F)=S ¢
PM(F)=S

X P b(vi)+ Lap( ) > ' . X 1 P b(v)+ Lap( ) >

= " P w1+ Lap()> "B )+ Lap( ) >

0 1
%F’nb(vk)+ Lap() ¢
P ®(v) + Lap( )
[Using the fact that Inx O for all x I1]
X P b(vi) + Lap( ) >

L Pow) 1+tap()>

i=m+1

+1In

+0+0:

Using equations (9) and (10) we have,
0 1
PM(F)=S X x N Xt
n@n— ok - (Bw)) (W)= 7 (et 7 (BW))
P M(F)=S i=2 i=2 i=2
X 1 . X 2 )
:}+ Eexp w :1+ Eexp w
i=2 i=1
[Using Equation (11) and b(vy, 1) Db(vn) + +1]
1 1% 101 1 1 2° 1
Z+ = e -+ - - = — -
. 1 e = e= 1
i=1
Case2:F(v )< F(v)
Following the same notations as Case 1, for anyv 2 S, we have the following relations,

F(V+1; v2fvyvaiivg;

F(v) = .
F(v); otherwise;

b(V)+1; v2fvyvo;:iii;vg;bv)
b(v); otherwise:

B(v) =
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Finally, we can show DP as follows,

0 1 0 1 0 1
= K1 .
In %mg - |n%Pnb(Vl)+ Lap( ) > 0% +n %Pnb(Vk)+ Lap( ) o&
P M(F)=3S i=1 P Bvi)+ Lap( ) > P B(v)+ Lap( )

[Sincelm(() Oforall x 1]

N W LI G HEN
P B(w)+1+ Lap( )

Hence the algorithm is "-differentially private.

B Counters

(a) Long time horizon of 22 = 4096 (b) Short time horizon of 27 = 128

Figure 7: Comparing Simple, Block with size 8, and Binary Tree counters with privacy
budget " = 0:5. The true data is a random bit stream of Os and 1s. On the y-axis, we have
the absolute error in the value of the counter at any time averaged over 10 independent
runs of the counter algorithm.

We provide the algorithms for Simple, Block, and Binary Tree counter in Algorithms 8, 9,
and 10 respectively. As proved in [28,29] for a xed failure probability  , ignoring the con-

stants, the accuracy at time t for the counters Simple, Block, and Binary Treeis O 't ,

O t¥** JandO (Int)*? respectively. Hence the error in the estimated value in counters

grows with time t. The result also suggests that for large time horizons, the Binary Tree
algorithm is best to be used as a counter. However, for small values of time t, the bounds
suggest that Simple and Block counters are perhaps moye effective. Note that the optimal
size of the block in a Block Counter is suggested to be b tc where t is the time horizon for
the stream. However, in our method, we do not know in advance the time horizon for the

stream that is input for a particular counter. After multiple experiments, we found that a

Block counter with size 8 was most effective for our method PHDStream for the datasets

TRANSACTIONS ON DATA PRIVACY 1 (2025)



PHDStream: Private Hierarchical Decomposition for Streaming Synthetic data 1025

in our experiments. Figure 7 shows an experiment comparing these counters. We observe
that the Binary Tree algorithm should be avoided on streams of small time horizons, say

T < 100. Block counter appears to have lower errors for T > 30. However, due to the large
growth in error within a block, for T < 30it is unclear if the Block counter is better than

the Simple counter.

Algorithm 8 Simple counter

1: Input: Input stream f : N ! R, privacy budget "
2: Output: Outputstream g:N! R

3. Assumeg(Q) O

4: Setg(t) g(t 1)+ f(t)+ Lap(})forallt2 N

Algorithm 9 Block counter with block size B

1: Input: Inputstream f : N! R, privacy budget ", block size B
2: Output: Outputstream g:N! R

3 0; 0; Jastblock 0
4:fort=1;2;::: do

5: + f (1)

6. ift=k B,forsomek 2 N then
7 0, + Lap(2)
8 lastblock

9: else

10: + f (t) + Lap(3)
11:  endif

12: - g(t) lastblock

13: end for

Algorithm 10 Binary Tree counter

1: Input: Inputstream f : N! R, privacy budget ", time horizon T

2: Output: Outputstream g:N! R

3: Initialize ;% Oforall i 2 N

4:fort=1;2;::: do p

Let b, ::: by be the (n + 1) -bit binary representation of t,i.e,t= [, b2

5:

6: j minfi:b 60g

7 i iz i T f(t)
8 7 it Lap(log#)
9: i;" pOforalli<j
10:  g(t) o N (lp=1)
11: end for

C Other experiment details

All the experiments were performed on a personal device with 8 cores of 3.60GHz 11th
Generation Intel Core i7 processor and 32 GB RAM. Given the compute restriction, for any
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of the datasets mentioned below, we limit the total number of data points across the entire
time horizon to the (fairly large) order of 10°. Moreover, the maximum time horizon for
a stream we have is 300 for Gowalla Dataset. We consider it to be suf cient to show the
applicability of our algorithm for various use cases.

We implement all algorithms in Python and in order to use the natural geometry of the
data domain we rely on the spatial computing libraries GeoPandas [47], Shapely [48], Net-
workX [49], and OSMnx [50]. These libraries allow us to ef ciently perform operations
such as loading the geometry of a particular known region, Itering points in a geometry,
and sampling/interpolating points in a geometry.

D Datasets and Geometry

In this section, we provide further details about the datasets mentioned in Section 6.1.

D.1 Datasets

(a) Without deletion, where density on both circles grow with time

(b) With deletion, where the density gradually changes from predominantly on the outer circle to the
inner circle

Figure 8: Scatter plot for the simulated datasets of two concentric circles showing the re-
sulting location of users at four different times steps progressing from left to right

Gowalla: The Gowalla dataset [45] contains location check-ins by a user along with their
user id and time on the social media app Gowalla. For this dataset, we use the natural land
geometry of Earth except for the continent Antarctica (see Figure 9a in Appendix D). The
size of the dataset after restriction to the geometry is about 6:2 million. We limit the total
number of data points to about 200thousand and follow a daily release frequency based
on the available timestamps.

Gowalla with deletion:  To evaluate our method on a dataset with deletion that represents
a real-world scenario, we create a version of the Gowalla dataset with deletion. Motivated
by the problem of releasing the location of active coronavirus infection cases, we consider
each check-in as a report of infection and remove this check-in after 30 days indicating that
the reported individual has recovered.

NY taxi: The NY Taxi dataset [46] contains the pickup and drop-off locations and times
of Yellow Taxis in New York. For this dataset, we only use data from January 2013which
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(a) Gowalla (b) New York taxi (over NY State)  (c) New York
Taxi (over road
network of
Manhattan)

Figure 9: Geometry used for datasets

already has more than 14 million data points. We keep the release frequency to 6 hours
and restrict total data points to about 10° sampling proportional to the number of data
points at each time within the overall time horizon. We consider two different underlying
geometries for this dataset. The rst is the natural land geometry of the NY State as a
collection of multiple polygons. The second is the road network of Manhattan Island as
a collection of multiple curves. We include a gure of these geometries in Figure 9b and
Figure 9c respectively of Appendix D. The second geometry is motivated by the fact that
the majority of taxi pickup locations are on Manhattan Island and also on its road network.

Concentric circles: We also conducted experiments on an arti cial dataset of points lo-
cated on two concentric circles. As shown in Figure 8, we have two different scenarios of
this dataset: (a) where both circles grow over time and (b) where the points rst appear in
one circle and then gradually move to the other circle. Scenario (b) helps us analyze the
performance of our algorithm on a dataset where (unlike Gowalla and NY Taxi datasets)
the underlying distribution changes dramatically. We also wanted to explore the perfor-
mance of our algorithm based on the number of data points it observes in initialization and
then at each batch. Thus for this dataset, we rst x a constant batch size for the experiment
and then index time accordingly. Additionally, we keep initialization time  ty as a value in
[0; 1] denoting the proportion of total data the algorithm uses for initialization. We explore
various parameters on these arti cial datasets such as batch size, initialization data ratio,
and sensitivity.

D.2 Initialization Time

In Figure 10, we show how the total number of data points change with time for the
Gowalla and NY Taxi Datasets. For our algorithm to work best, we recommend having
points in the order of at least 100 at each time of the differential stream. Hence, based
on the cumulative count observed in Figure 10 we select minimum to = 100 for Gowalla,
to = 150 for Gowalla with deletion, and tg = 0 for NY Taxi datasets.
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(a) Gowalla (b) Gowalla with deletion (c) NY Taxi

Figure 10: Cummulative count as time progresses for Gowalla and NY Taxi Dataset. The
plot illustrates our motivation for the choice of initialization time.

E Synthetic data scatter plots

Similar to Subsection 6.6 of Section 6, here we present a visualization of the synthetic data
generated by our algorithm PHDStream with the Simple counter. We present scatter plots
comparing the private input data with the generated synthetic data in Figures 11, 12, 13,
and 14 for the datasets Gowalla, NY Taxi with geometry as the land mass of NY state, NY
Taxi with geometry as the road network of Manhattan, and Concentric circles with deletion
respectively.

Figure 11: Scatter plot of True and Synthetic data (generated by PHDStream) over the
Gowalla dataset for initialization time index tg =100
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Figure 12: Scatter plot of True and Synthetic data (generated by PHDStream) over the New
York dataset over NY State for initialization time index ty = 2

F More Results

Figures 15, 16, 17, 18, 19, and 20 show a comparison of performances on different datasets
for small-range queries. Each subplot has a time horizon on the x-axis and corresponds to
a particular value of privacy budget ' (increasing from left to right) and initialization time
to (increasing from top to bottom). We do not show PHDStream with Block counter and
Baseline 2 in these figures as they both have very large errors in some cases and that distorts
the scale of the figures. We also show some results on medium and large scale range queries
(as described in Subsection 6.4 of Section 6) for the dataset Gowalla in Figures 21, 22 and
for the dataset Gowalla with deletion in Figures 23, 24 respectively.

TRANSACTIONS ON DATA PRIVACY 1 (2025)



1030 Girish Kumar, Thomas Strohmer, Roman Vershynin

Figure 13: Scatter plot of True and Synthetic data (generated by PHDStream) over the New
York dataset over road network of Manhattan for initialization time index tg = 2
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